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Overview

The Merchant Risk Council [MRC], Visa Acceptance
Solutions, and Verifi are pleased to share the results
of our latest Global eCommerce Payments & Fraud
Survey. The purpose of this report is to convey fact-
based, transparent research on merchants’ perceptions
of various key trends and challenges in the realm of
eCommerce payments and fraud.

This year’s report is based on our global survey of
over 1,200 eCommerce merchants, which was fielded
by the independent research firm B2B International

in November and December of 2025. The survey
sample includes a diverse mix of small-business [SMB],
mid-market, and enterprise merchants representing
organizations based in over 35 countries spanning
North America and Europe, as well as the Asia-Pacific
[APAC] and Latin America [LATAM] regions. In addition
to the results from this year’s survey, we also leverage
trended survey data from previous years in this report
to understand not just how merchants are thinking
about various topics and trends today but also how
their views have been changing as the eCommerce
payments and fraud landscapes have evolved, over
time. The next section of the report contains additional
details on the survey methodology and sample.

Leveraging our robust survey dataset, this report
delves first into the eCommerce payments landscape
to shed light on two key topic areas: Payment
Acceptance and Payment Metrics & Tactics.
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Following the two payments sections, the report

shifts focus to three major topic areas pertaining to
eCommerce fraud: Fraud Prevention Strategies &
Challenges, Fraud Prevention Metrics & Tools, and Post-
Purchase Fraud & Abuse. In addition to the five sections
of detailed insights and analysis above, the report

also contains an executive summary of key findings

& takeaways upfront, as well as a brief conclusion at
the end, which we hope will help put all of the fresh,
detailed data and insights conveyed throughout the
report into broader context and perspective.

The MRC extends its gratitude to all its members who
took part in this year’s survey, to Visa Acceptance
Solutions and Verifi for co-sponsoring the research,
and to B2B International for managing the research,
analysis, and development of the report.
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The survey for this year’s report was fielded from November to December of 2025. In total, 1,278 merchant professionals involved in eCommerce payment and fraud management
(including 69 MRC members) completed the survey. The respondent sample includes fraud and payment professionals based in 37 countries, spanning four major geographic
regions, with broad representation across revenue tiers, sales channels, and eCommerce categories. The figures below show a breakdown of the sample by geographic region,

merchant size (eCommerce revenue*), and eCommerce category.

Figure 1 Figure 2 Figure 3
Share Of Sample By Region Share Of Sample By Size Share Of Sample By eCommerce Category
(eCommerce revenue)
Physical Goods / Retail 26%
Business-to-Business (B2B) 16% (-4% YoY)
v - b Professional Services 12%
North "t (
{ America 44% Enterprise FinServ / Insurance 1%
A 34% Europe ($50mn+)
LBV, 32% Digital Goods / Entertainment 1%
+12% YoY
Telecommunications or Utilities 6%
i ‘Latin PAaf:iiEf,i-c Consumer Services 6%
America Mid-Market
16% Travel / Transportation / Hospitalit 4%

+51§Z‘;y 8% Yoy ~ ($5mn to <$50mn) P p y °
Restaurant or Foodservice 3%
v /} Healthcare [ 3%

. 279% Small Business (SMB)
° ($50k to <$5mn) Public-Sector / Education / Nonprofit 2%
= Sig. Higher vs. 2025 = Sig. Lower vs. 2025 *2%: Prefer not to say = Sig. Higher vs. 2025 = Sig. Lower vs. 2025

It is worth noting that in addition to increasing the total sample by ~200 completes, compared to last year, we also rebalanced the sample distribution in terms of geographic
spread, increasing representation from merchants in Europe and Latin America and decreasing the share of sample based in North America and APAC, compared to previous
waves. These shifts were implemented intentionally to ensure the scope and design of the research aligns with the core objective of capturing and conveying the perspectives

of the entire global eCommerce merchant industry.

Note: All currency values in this report are in U.S. dollars (USDS$).

I ‘Rc Where Payments and Fraud Experts Meet 4
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Among the 69 MRC members participating in this year’s survey, roughly half (51%) are based in North America, with the remainder largely reporting in from Europe (16%).
The majority (at least 61%) represent large enterprise merchants - i.e., those generating over $50 million in annual eCommerce revenue. Because most MRC members are
enterprise merchants, their survey responses are compared throughout this report to responses from non-MRC enterprises. When considering these comparisons, it is
important to keep in mind the key differences in the makeup of these survey samples, which are summarized in Figure 4.

Figure 4

Differences In MRC Member Sample Versus Non-MRC Enterprises

MRC sample is largely based in North America, while non-MRC
enterprises are spread more evenly across all four regions.

Region
S Il MRC sample
(n=69)
(o)
16% 15%
I\l =
[ |
NAM EUR APAC LAC

MRC sample includes more digital goods and consumer services merchants,
while non-MRC includes more b2b and professional services firms.

MRC sample includes more respondents in lower-management roles,
while non-MRC enterprises skew more toward upper mgmt.

Seniority Level

[l Non-MRC Enterprises 56%
(n=523) 48%
35%
Upper Mgmt / Middle Lower Mgmt /
C-Suite Mgmt Associate / Analyst

MRC sample include more compliance / risk, operations, and product management
roles, while non-MRC enterprises include more representation from IT / tech roles.

Primary Source Of eCommerce Revenue 53% Role / Function 549%
46% 47%
30% 0
A '
16% 16%
! O, o,
I = = B & =

Digital Goods / B2B Professional Consumer All Other IT / Tech Compliance / Operations Product All Other

Entertainment Solutions Services Services Risk Mgmt

From an organizational perspective, MRC members in this year’s survey are more likely to be based in North America and to sell digital goods and consumer services, compared
to non-MRC enterprises. In terms of individual demographics, the MRC sample includes more responses from lower-management roles and compliance / risk, operations, and
product management functions, while the responses from non-MRC enterprises include more representation from upper management and IT / technology roles.

MRC

:] = Sig. Higher :] = Sig. Lower



Executive Summary

Detailed insights from the 2026 Payments & Fraud Survey are
organized into five sections in this report. The first two sections
examine the state of eCommerce payments; the last three sections
address trends and topics pertaining to eCommerce fraud.

In this section, we summarize the key themes and findings emerging
from all five sections of the report, providing an overview of all the
major changes, trends and headlines uncovered in our latest research.

2026 Global eCommerce Payments & Frau




1. Payment Acceptance
_ :/ >

Real-Time Payments Rise Into The Top 5 Most Widely
Accepted Methods

¢ Merchants continue to accept a handful of different payment methods (4 to 5),
on average. The majority accept cards, digital wallet payments and bank

transfers (direct debit), and nearly half (48%) take mCommerce mobile payments.

e Acceptance of real-time payments (RTP) continues to grow rapidly:
43% of merchants say they currently accept RTP in this year’s survey - a 6%
increase, compared to last year - making this the 5th most widely accepted
method, globally.

«  Among merchants not currently accepting RTP, nearly half (48%) say it is likely

they will begin doing so within the next 12 months, suggesting that acceptance
of RTP is likely to continue growing quickly over the course of 2026.

MRC
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Agentic Al Payments Loom On The Horizon, With Most Making
Plans For Acceptance

* One of the new topics in this year’s survey is agentic Al payments, which we
define as eCommerce payments initiated by Al assistants or applications on
behalf of human consumers. Currently, just 19% of merchants say they have
a plan and solutions in place to accept agentic Al payments - roughly on par
with the share currently accepting cryptocurrency (17%).

*  But most merchants (63%) are actively exploring or implementing solutions
to process agentic Al payments in the near future, with half of this group
indicating they are in the midst of implementation. As with other emerging
payment methods, enterprise merchants are leading adoption of agentic Al
payments, with 28% indicating they already have solutions in place to accept
them, versus just 12% of mid-market and SMB merchants.
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Payment Success Rate And Revenue Stand Out As The
Top Two KPIs

e Out of 14 payment metrics covered in the survey, merchants are significantly
more likely to place the highest importance on payment success rate and
revenue. The importance of these two above all others signifies that merchants
fundamentally prioritize efficiency and profitability as paramount when
assessing eCommerce payments.

¢ In addition, over 70% rate each of the following seven metrics “very” or
“extremely” important: authentication rate, authorization rate, loss rates
(due to fraud and chargebacks), cost of service / cost per customer, order
conversion rate, refund rate, and settlement time. So in total, there are at least
10 different types of payment metrics most merchants consider important
for comprehensively measuring “success” in eCommerce payments from a
financial, operational, and customer experience perspective.

e Asin past years, MRC members and non-MRC enterprises exhibit starkly
different views on the importance of various payment metrics. MRC members
are far less likely than non-MRC enterprises to view customer NPS, retry
performance, cost of service, settlement time, refund rate, and average ticket
size as highly important.

MRC
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2. Payment Metrics & Tactics - T

Most Employ Payment Tokenization & Authorization-Related
Tactics To Enhance Security, Efficiency, & CX

Almost three-quarters (72%) of merchants in this year’s survey say they

use one or more forms of payment tokenization - a significant year-on-year
increase of 12%. This increase is partly driven, however, by our addition of
customer tokens as a new option in this year’s survey, along with gateway and
network tokens. The data show broadly similar usage rates for all three forms
of tokenization, with 40-45% of merchants, globally, saying they currently use
each one.

In addition to tokenization, merchants leverage an array of other advanced
tools and tactics to maximize authorization rates on eCommerce payments,
with intelligent payment routing and strong customer authentication (SCA)
being the two most common (each used by 4 in 10 merchants, globally).

Use of these tactics varies across merchant sizes and segments (e.g., MRC
members over-index on using 3D Secure 2 and automated retries), but overall,
it’s clear most merchants are pulling multiple levers to maximize their success
in eCommerce payments (security, efficiency, profitability, and CX).




Cost Concerns Keep Mounting, Spurring Merchants
To Prioritize Profitability And Pull Back On Spending

The share of merchants citing “minimizing operational costs” as their top
overall priority in fraud management rose significantly for the second year
in a row. The share of merchants citing cost minimization as their primary
imperative has tripled over this short period, climbing from 10% in 2024 to
29% this year. As more merchants focus first and foremost on limiting costs,
fewer are prioritizing “reducing fraud & chargebacks” and “improving the
customer experience.”

Merchants also cite “lack of internal resources (budget, staff, etc.)” as one
of their biggest challenges in fraud management this year. The majority
(52%) expect spending on staff and talent in this area to stay flat or decrease
over the next two years, and nearly half (45%) say the same about
spending on fraud management tools and technologies. Altogether, these
data points paint a vivid picture of fraud management professionals being
challenged to “do more with less,” in terms of effectively thwarting the
myriad fraud threats they face while spending less and saving more.
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Strategies & Challenges
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Data & Technology Is The Main Frustration And Focus Area
For Improvement

While cost constraints pose difficulties, the biggest frustrations for merchant
fraud management professionals are related to data & technology. Many struggle
to access relevant data and to leverage it effectively for preventing and managing
fraud. Others find it hard to continuously customize and orchestrate different
anti-fraud tools and platforms, so they function cohesively. And of course, these
challenges are all compounded by the dynamic, rapidly evolving nature of
eCommerce and payment fraud, in which new threats (such agentic Al fraud)
emerge with exhausting frequency.

Given the many pain points merchants are feeling with their fraud management
data & tools, it is no surprise that this is also their primary focus area for
improvements and investments. Improving the accuracy of Al- and ML-powered
fraud tools and better orchestrating them to work well together, as well as
increasing automation of fraud prevention, are all key focus areas for many
merchants over the next 1-2 years.

When considering future investments in this area, merchants will put a premium
on efficiency gains, both in terms of cost savings and reduced time and labor.
Most merchants tell us they are having to spend increased time on fraud
prevention and management every year, while very few are seeing any time
savings. As such, 62% agree that reducing time spent on fraud management will
be a moderate or major factor in their future fraud management investments.




4. Fraud Management
Metrics & Tactics

Fraud Incidence Rates Decline For A Second Consecutive Year

* Reported incidence rates of all forms of eCommerce fraud decrease for the second
consecutive year. Incidence of real-time payment fraud, coupon / discount abuse,
and re-shipping show significant decreases, compared to 2025.

*« Merchants are still grappling with a formidable fraud threat, overall, as the average
merchant reports 3.8 different fraud attacks per year. Five different fraud attacks
impact at least one-third of merchants, globally: refund / policy abuse, real-time
payment fraud, phishing / pharming / whaling, first-party misuse, and card testing.
MRC members report a much larger variety of attacks than non-MRC enterprises,
replicating a trend we see consistently in our survey data each year.

e Other fraud metrics remain largely unchanged, although fraud rate by order
increased significantly (from 3.0% last year to 3.5% this year). False positives,
or customer insults, may also be on the rise, as a significantly larger share of
merchants reported higher rates for this particular metric in this year’s survey,
compared to last year.

e Consistent with a long-running trend in our research, MRC members continue

to report significantly better fraud metrics than non-MRC enterprises across
the board.

MRC
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Usage Rates For Many Fraud Management Tactics
& Tools Decline Slightly

Survey data show declines in merchant usage of many fraud management
tactics and tools, including fraud monitoring across the customer journey and
use of various Al/ML-powered fraud prevention tools.

Merchants continue to shift away from manual screening of eCommerce orders
and toward digital screening. Since 2024, the average share of eCommerce
orders screened manually has declined significantly, from 25% to 21%, while the
average share of orders screened digitally has increased from 51% to 54%.




Most Merchants Report An Increase
In First-Party Misuse Over The Past Year

* Over 6in 10 merchants (64%) report increasing
rates of first-party misuse (FPM), with one-quarter
claiming increases of 25% or more. The average
share of (total) fraudulent disputes believed to be
FPM decreased significantly, falling to 177% (versus
20% in 2024 and 2025). Merchant estimates of the
average cost to resolve each FPM dispute ticked
upward for the third consecutive year, surpassing
$80 for the first time in our research.

e Merchants attribute increasing FPM primarily to
consumers learning how to “game the system,” as
well as general increases in their eCommerce sales
/ orders. Compared to last year, significantly fewer
merchants now ascribe responsibility for rising FPM
to issuing banks (for making it fast and easy for
consumers to submit disputes).

MRC

5. Post-Purchase
Fraud & Abuse

Use Of Compelling Evidence Declines
Slightly, But Most Still Use It As One Of
Many Tools To Combat FPM

¢ The share of merchants making use of compelling
evidence decreased in this year’s survey, but over
80% (83%) still utilize this method to mitigate
FPM disputes. Survey data also show a shift in
the types of data used for compelling evidence,
with more merchants sharing item and product
information and fewer submitting customer device
or account details.

¢ Merchants continue to employ a range of
other anti-FPM tools and tactics, with several
approaches seen as highly effective in countering
this form of fraud, such as transaction monitoring,
analysis of non-fraud chargebacks and declines,
requiring Card Verification Values (CVV) for card
payments, checking customer purchase and order
histories, and working with providers to prevent
and identify fraudulent transactions.

2026 Global eCommerce Payments & Fraud Report

Refund / Policy Abuse Remains Rampant,
Posing A Major Challenge For Merchants &
Payment Partners

. Roughly 6 in 10 (61%) report a rise in refund /
policy abuse, with one in five (20%) citing a spike
of 20% or more. A higher share of merchants cite
significant increases (>5%) in this form of fraud,
compared to last year, while fewer are reporting
flat or declining incidence rates.

e False claims of unreceived goods continues to be
the most common form of refund / policy abuse
impacting merchants, followed by returns of used,
damaged, or incorrect items. Only 3% say they have
not suffered any of the specific types of refund /
policy abuse shown in the survey - a significant
decrease from the 7% who reported no incidence
in 2025.
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This section of the report offers insights on merchant payment acceptance for eCommerce customers, including which payment methods are currently accepted, as well as
merchants views and plans concerning new and emerging methods, like real-time payments and agentic Al payments.

Real-Time Payments (RTP) Rise Into The Top Five Most Widely Accepted Methods

Survey data shows merchants currently accept four to five eCommerce payment methods, on average. Cards, digital wallets, and bank transfers top the list, each accepted
by over 60%, globally (see Figure 5). Nearly half (48%) accept mCommerce payments, and 43% accept RTP - a significant year-on-year increase that elevates this method
above cash and into the top five, overall.

Figure 5

Payment Methods Currently Accepted & Added In Past 12 Months (2026, All Payment Professionals)

76% . % Currently Accepting . % Adding In Past 12 Months +/-% YoY change Avg. Number Currently Accepted = 4.6
(o]
68%
63%
+6% YoY
14
= 4%
34% 34%
27% o
22% Ag +7% YoY
18% 22% 19% °
1% L% 15%
) (]
175% o B = P [ s
(]
[] . H [ -
Cards Digital wallets / Bank transfers mCommerce Real-time Cash Buy Now, Gift cards Cash on Cryptocurrency Other local
eWallets / direct debit mobile payments Pay Later / vouchers delivery payment method
payments

:] = Sig. Higher vs. 2025 :] = Sig. Lower vs. 2025

Also shown in Figure 5 are the percentages of merchants saying they added each payment method in the past 12 months, which gives insight into how quickly each method is
being adopted and implemented within acceptance offerings. The methods with the highest adoption rates in the past year include digital wallets (34%), bank transfers (22%),
and mobile payments (22%). Buy Now Pay Later, or BNPL, methods are also growing quickly, with roughly 1in 5 merchants (19%) adopting this option in the past year.

v Rc *Not shown in chart: 21% indicating no new payment methods added in the past year
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Acceptance offerings vary significantly based on merchant size, as illustrated by the data in Figure 6. In general, larger merchants accept more payment methods, with the
average number ranging from 4.2 for SMBs up to 5.0 for enterprises. Methods that enterprise merchants are significantly more likely to offer include digital wallets, BNPL, and
gift cards or vouchers. Notably, acceptance rates for RTP are similar across merchant sizes, indicating demand for these new options is strong across the board.

Figure 6
Payment Methods Currently Accepted - By Merchant Size (2026, Payment Professionals)

Merchant Size
Overall
SMB Mid-Market Enterprise
Base 693 185 183 311
Cards 76% 74% 77% 77%
Digital wallets / eWallets 68% 55% 63% 80%
Bank Transfers / direct debit 63% 59% 64% 66%
mCommerce mobile payments 48% 47% 48% 49%
Cash 43% 41% 40% 47%
Real-time payments 41% 41% 43% 41%
Buy Now, Pay Later 34% 21% 34% 41%
Gift cards / vouchers 27% 25% 20% 32%
Cash on delivery 26% 21% 26% 29%
Cryptocurrency / Stablecoins 17% 14% 15% 21%
Other local payment method 15% 17% 12% 16%
AVG # OF PAYMENT METHODS ACCEPTED 4.6 4.2 4.4 5.0

I ‘RC Where Payments and Fraud Experts Meet

= Sig. Higher vs. Other Segments

= Sig. Lower vs. Other Segments

14




There are also significant differences between the payment acceptance offerings
of MRC members and non-MRC enterprises (see Figure 7). Acceptance of card
payments, for instance, is universal among MRC members in this year’s survey,
while only three-fourths (74%) of non-MRC enterprises accept such payments.
MRC members are also more likely to accept BNPL, gift cards / vouchers,

and alternative, local payment methods (such as Pix and Boleto). Non-MRC
enterprises report significantly higher acceptance rates for mCommerce mobile
payments, RTP, cash / cash-on-delivery, and cryptocurrency payments.

Figure 7

Payment Methods Currently Accepted - By MRC Membership “
(2026, Payment Professionals)

OO%

83%
[74%] 79%
67%
61%

Cards Digital wallets / Bank transfers mCommerce Real-time Cash Buy Now,
eWallets / direct debit mobile payments Pay Later
payments

:] = Sig. Higher : = Sig. Lower

MRC

2026 Global eCommerce Payments & Fraud Report

. MRC Member Sample (n=46) . Non-MRC Enterprises (n=281)

41%
)
;
30%
14%
7 l
Gift cards Cash on Cryptocurrency Other local
/ vouchers delivery payment method




RTP Set For Further Growth In 2026, Given Strong Uptake Among Merchants & Consumers

Additional data from the survey suggest there will continue to be rapid adoption of RTP in 2026. RTP-accepting
merchants report strong uptake among customers, with 83% seeing “a definite increase in the usage of real-time
payments” over the past year, and 86% expecting this growth to persist over the next 12 months (see Figure 8).

Figure 8

Merchant Views On Customer Usage Of Real-Time Payments
(2026, Payment Professionals Currently Accepting RTP)

[ Strongly Disagree I Somewhat Disagree I Neither Agree Nor Disagree Il Somewhat Agree

Strongly Agree

“Over the past year, we have seen a definite increase in the
usage of real-time payments by our eCommerce customers.”

1% | ¥4 42% 41%

“Over the next year, we expect to see a definite increase in the
usage of real-time payments by our eCommerce customers.”

2% 54%

Not shown: 1% selecting don't know / prefer not to say
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Among the 57% of merchants that do not currently accept RTP, nearly 4 in 10 (38%) say there is a high likelihood they will add it in the next year (see Figure 9). And another 49%
of this group say there is at least a small or moderate chance of adding this acceptance method. Only 8% of non-RTP-accepting merchants indicate “no chance” of implementing

this in the next 12 months.

Figure 9

Likelihood To Add Real-Time Payments As Acceptance Method In Next 12 Months
(2026, Payment Professionals Not Currently Accepting RTP)

B Almost certainly

Good chance (50-75%)

Moderate chance (25-50%)

Small chance (0-25%)

No chance

29%

20%

8%

4 Non-MRC Ent. (31%)

4 Non-MRC Ent. (27%)

4 MRC Ssample (33%)

4 MRC Sample (18%)

Not shown: 5% selecting Don't Know / Prefer Not To Say

f = Sig. Higher vs. Other Segments

MRC

. = Sig. Lower vs. Other Segments

¥ MRC sample (3%)

¥ MRC Sample (9%)

¥ Non-MRC Ent. (18%)

¥ Non-MRC Ent. (5%)

While these data points underscore the strong

momentum RTP has in the market as a new
acceptance method, one important caveat to keep
in mind is that RTP adoption will vary significantly
in speed and scale for certain merchant segments.
For instance, MRC members surveyed this year are
significantly less likely to report RTP adoption (only
24% claim current acceptance, as shown in Figure 7).
And MRC members also report significantly lower
likelihood of adding this method over the next year,
compared to non-MRC enterprises (see Figure 9).
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Agentic Al Payments Loom Large On The Horizon, With Most Merchants Making Plans
For Implementation

As merchants increasingly incorporate RTP into eCommerce acceptance offerings, many are also looking
ahead to a near future in which payments can be made on humans’ behalf by artificial intelligence (Al)
agents or assistants. When asked to describe their organization’s current readiness to accept such
“agentic Al” payments, almost one in five (19%) are currently set up to accept agentic Al payments now
(see Figure 10). The majority (63%) are still in the midst of planning and implementation, with 32% in the
early implementation stage, and another 31% in more of the planning and exploration phase. Only 15% say
they have no plans or solutions in place to accept agentic Al payments anytime soon.

Figure 10

Readiness To Accept Agentic Al Payments (2026, All Payment Professionals)

4 SMB (40%) 4 Mid-Market (41%)
0 32%
4 MRC Sample (46%) 31%
4 Enterprise (28%)
4 SMB (24%)
19%
) .

No plans or solutions in place Just starting to develop Have a plan and are We have a plan and
to accept agentic Al payments plans / explore solutions implementing solutions solutions in place to

accept agentic Al payments

f = Sig. Higher vs. Other Segments *Not shown: 3% selecting don’t know / prefer not to say

As with other payment methods, the rollout of agentic Al payments is being led by the largest merchants.
Enterprise merchants in this year’s survey are significantly more likely to say they have solutions in place, while
mid-market merchants are more likely to be implementing solutions. Most SMBs are either planning or taking a
more cautious approach. MRC members are far more likely than other merchant segments to be holding off on
adopting agentic Al payments, with nearly half (46%) in this year’s survey saying they have no plans or solutions
in place (see Figure 10).

MRC
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In this section, the focus shifts from payment acceptance to payment metrics and

tactics, specifically which metrics and performance indicators merchants consider
most important to their business, as well as how they are using advanced tools such
as payment tokenization to maximize, efficiency, security, and customer satisfaction.

Merchants Highlight Payment Success Rate And Revenue As The Two Most
Critical KPIs

Out of 14 payment metrics tested in this year’s survey, two stand out as most
important to merchant payment professionals: payment success rate* and revenue.
Similar to last year, over half of those surveyed this year rate these two metrics
“extremely important” - the highest importance option offered on a five-point scale
in our survey (see Figure 11). The elevation of these two metrics compared to all
others underscores the paramount importance merchants place on maximizing both

efficiency and profitability in this part of the business.

Figure 11
Importance Of Payment Metrics (2025-2026, All Payment Professionals)

54% 50% 530, 26% % Rating Each Metric “Extremely Important”
45% B 2026 (=693 M 2025 (=562
43%
A41% 42% 42% 4o A1% o
° 40% 0 40% 289 39% i
34% 34% 33% 20
31% 30% 52% 31% 30% 999
. 27% 27%
I I I I
Payment Revenue Cost of Loss rates -  Authentication Authorization Cost of Order Refund rate Settlement Checkout Customer Net Retry Average
success rate payments chargeback rate rate service / cost conversion time abandonment Promoter Score performance ticket size
& fraud rates per customer rate rate (NPS)

*Note: “Payment success rate” is the share of payments that are successfully completed, from “end-to-end” - i.e., fully settled.

‘ :] = Sig. Higher vs. 2025 :] = Sig. Lower vs. 2025
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Beyond the top two KPIs, merchants point to a handful of others seen as “extremely important” by a sizable share (40-50%) in today’s marketplace. These include cost of
payments, loss rates (due to fraud & chargebacks), authentication rate, and authorization rate. Again, the common thread between these secondary KPIs is that they all primarily
measure the efficiency or profitability of payment offerings and operations (although loss rates also incorporate some indirect assessment of customer satisfaction, tied to
chargebacks, and payment security, reflected in fraud rates).

The survey data shows a prominent difference in the views of MRC members and non-MRC enterprises on the importance of various metrics, as illustrated by the data in Figure 12.
While there are some directional differences in these figures for a few of the most important metrics (e.g., 52% of MRC members giving authorization rate the highest importance
rating, versus 40% of non-MRC enterprises) the two groups generally share similar views on the importance of the first eight metrics on the left side of the chart. Where their views
diverge is on the six metrics on the right side of the chart: MRC members are far less likely to consider customer Net Promoter Score, retry performance, cost of service, settlement

time, refund rate and average ticket size as important payment KPIs, compared to non-MRC enterprises.

Figure 12
Importance Of Payment Metrics - By MRC Membership (2025-2026, Payment Professionals)

% Rating Each Metric Extremely Important
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These data, which have exhibited a consistently
similar pattern for several consecutive years in

this study, may indicate that MRC members are
successfully honing in on a “shortlist” of signals
they see as most meaningful, while placing less
emphasis on other indicators. Conversely, non-
MRC enterprises appear more apt to take a more
exhaustive approach to tracking payment metrics,
keeping tabs on a larger basket of KPIs pertaining
to their eCommerce payment programs, over time.

Payment Tokenization Continues As A
Common Practice, Especially Among

Enterprises

Over 7 in 10 merchants (72%) say they use one or
more forms of payment tokenization, representing
a significant year-on-year increase of 12% (see
Figure 13). This increase is partly driven, however,
by the addition of customer tokens* as a new
option in this year’s survey, along with gateway
and network tokens.

Overall, the data show similar usage rates for

all three forms of tokenization, with 40-45% of
merchants currently using each. But the data

also shows a distinct disparity in use of customer
tokens, specifically between MRC members and
non-MRC enterprises: over half of the latter group
(51%) currently use customer tokens, compared
to just 9% of MRC members.

MRC

Figure 13
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Use Of Payment Tokenization - Overall And By Merchant Size (2025-2026, All Payment Professionals)
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Another recurring pattern replicated in this year’s data
is the strong association between merchant size and use
of tokenization. As depicted by the right-hand chart in
Figure 13. Enterprise merchants are significantly more
likely than mid-market and SMB merchants to use both
gateway and network tokens. Overall, this means that
over 7 in 10 enterprise merchants use some form of
payment tokenization, versus just 50% of mid-market
merchants and 45% of SMBs.

Protecting Customer Data and Reducing Risk
From Data Breaches Remain The Top Reasons
or Using Tokenization

Merchants cite multiple reasons for utilizing payment
tokens, with enhanced payment security / data
protection first and foremost, followed by improved
authorization rates - both cited by at least 50% in
this year’s survey (see Figure 14). Other motivations
cited by at least one-third of token users in this
year’s survey include delivering stronger customer
experiences, bolstering trust among customers, and
complying with Payment Card Industry Data Security
Standards (PCI DSS).

Figure 14
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Reasons For Using Payment Tokenization (2025-2026, All Payment Professionals Using Tokenization)
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While merchants’ motivations for deploying tokens generally stay consistent over time, there was one significant change
in the data collected this year: The share of merchants citing enablement of card-on-file payment experiences as a
reason for using tokens declined significantly, falling to 34% this year from 41% last year. There was also a directional
decrease in the share citing “delivery of better / innovative customer experiences” as a motivating factor (from 48%

last year to 43% this year). These data may indicate a lessened focus on customer outcomes among merchants using
payment tokens, although more research is needed to establish conclusively whether this will be a significant, persistent
change in how and why merchants use payment tokenization.

One trend that is well-established as a consistent pattern is a difference in why MRC members use tokenization, versus
non-MRC enterprises. As shown in Figure 15, MRC members are more likely to say they use tokenization for increased
payments security, greater assurance of PClI DSS compliance, and enablement of card-on-file experiences. While many
non-MRC enterprises also indicate these factors as important, they are significantly more likely to cite a few other
reasons, as well, including delivering better customer experiences, fostering trust with customers and capturing loyalty
program-related data.

Figure 15
Reasons For Using Tokenization - By MRC Membership (2026, Payments Professionals Using Tokenization)
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Merchants Employ Multiple Tactics To Improve Authorization Rates While Enhancing Security And CX

2026 Global eCommerce Payments & Fraud Report

In addition to payment tokenization, merchants employ an array of other advanced tools and tactics to improve authorization rates, strengthen security, and support strong

customer experiences. As shown by the top chart in Figure 16, intelligent payment routing and strong customer authentication (SCA) are the most popular, with 4 in 10

indicating they currently use each.

Several other tactics are widely used, as well, including fraud management tools fine-tuned with machine learning (ML), real-time card-on-file updates, automated retries, and
3D Secure 2 (3DS2). And as illustrated by the bottom chart in Figure 16, third-party data is instrumental to the effectiveness of these tools to enhance risk assessment, reduce
fraud & false positives, and improve the user experience. Most merchants are using third-party data across various authentication methods, with 70% using third-party data to

support ML fine tuning of fraud tools and dynamic currency conversion.

Figure 16
Use Of Authorization-Related Tactics And Supporting Third-Party Data (2025-2026, All Payment Professionals)
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The next three sections of this report offer fresh insights about topics and trends in eCommerce fraud. This section
starts at a high level, shedding light on merchants’ top goals and challenges in fraud management today and how
those are influencing their future strategies and spending plans.

Cost Concerns Keep Mounting, Spurring Merchants To Prioritize Profitability And Pull Back
On Spending

Each year, merchant fraud professionals rank their top strategic priority between reducing fraud & chargebacks,
improving the customer experience, or minimizing operational costs. For the past several years, merchants invariably
prioritized the first two goals over the latter, usually by a wide margin. But since 2024, these data have shown a
steady, significant shift in strategic priorities: More and more merchants are citing cost minimization as their number-
one goal, while fewer and fewer are keeping the focus primarily on reducing fraud or on improving CX. In fact, for the
first time ever in our research, all three objectives now have statistically equivalent shares of merchants ranking them
as the top priority (see Figure 17).

Figure 17
Top Fraud Management Priority (2021-2026, Fraud Professionals)

% Ranking Each As Their Top (#1) Priority

— Reducing fraud and chargebacks Improving the customer experience —— Minimizing fraud-related operational costs
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Clearly, this data shows cost concerns are mounting

quickly for merchant fraud professionals. But it also
illustrates how this “belt tightening” imperative
effectively heightens tensions and forces trade-offs on
other fundamental fraud management priorities. In other
words, merchants are facing more pressure than ever to
check off not just one or two of these strategic boxes
but to accomplish all three at the same time.
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It is important to point out that this picture of conflicting priorities looks much different for MRC members. The
majority of MRC merchants (51%) are still focused primarily on improving the customer experience, and second on
reducing fraud and chargebacks (see Figure 18). Only 13% cite minimizing costs as their top priority, in contrast to

30% of non-MRC enterprises.

Growing cost concerns are evident in other survey data this year, as well. When asked about future investments,
the majority (52%) say they expect spending on fraud management staff / talent to stay flat or decrease over the
next two years, and 44% project flat or decrease spending on tools and technologies in this area (see Figure 19).

Figure 18

Top Fraud Management Priority (2026) - By MRC Membership
Il MRC Sample

(n=63)

(+11% YoY)

37% 37% Il Non-MRC Enterprises
° ° I [ 30% | (n=296)

.

Reducing fraud and chargebacks Improving the customer experience Minimizing fraud-related operational costs

While this means 56% are still projecting higher spending on tools and tech in the near term, it represents a 7% decrease
from the 63% who said this in last year’s survey. Altogether, these data points paint a stark picture of fraud management
professionals being challenged to “do more with less,” in this area of merchants’ business.

Figure 19

Expected Changes In Fraud Management Spending Over Next Two Years (Senior Fraud Professionals)
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Data & Technology Is A Major Source
Of Frustration And The Main Area For
Improvement In 2026

While cost constraints pose challenges, the

biggest source of frustration for merchant fraud
professionals is data and technology. When
presented with 15 different challenges, merchants
in this year’s survey cited data & technology-related
issues as four of the top six, overall (see Figure 20).
These include effectively using data to manage
fraud, the accuracy of Al/ML fraud tools, the
availability and access to relevant data, and fraud
tool customization. All four are cited by at least one-
quarter of merchants in this year’s survey, and in
total, 80% say they are struggling with at least one
of the five data & tech-related issues in the survey.

Data and technology issues are especially vexing
for MRC members, as indicated by the significant
difference callouts in Figure 20. MRC members are
far more likely to cite availability and access, as well
as effective use of, data for anti-fraud purposes as
a key challenge. And roughly half (49%) cite gaps
in fraud tool capabilities and features, versus just
24% of merchants, overall. MRC members are also
significantly more likely to struggle with two other
top challenges: identifying and responding to new
types of fraud and lack of internal resources.

MRC

Figure 20
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Fraud Management Challenges (2026, Fraud Professionals)
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With data and technology sitting front-and-center in terms of fraud management Facing increasing budget pressures and several frustrating kinks in the tech stack,
challenges, it is no surprise that merchants’ top improvement areas for 2026 are merchant fraud professionals are no doubt placing more a premium on efficiency, not
anchored in this area, as well. Figure 21 shows a snapshot of the improvement areas just in terms of financial costs but also time and labor. Over half (52%) say they have
cited by merchants over the past two years. Four of the top five areas relate directly been spending more and more time on fraud prevention management over the past
to data and tech: improving accuracy of Al/ML fraud tools, fraud orchestration, year, and most (51%) expect that to continue in 2026 (see Figure 22). This contrasts
increasing automation of fraud prevention, and expanding data availability and starkly with the mere 13% who say they’ve been able to save time in this area over the
access. Each of these is a priority for roughly 40-50% of merchants, globally, and past year and 16% who expect to spend less time on this over the next.

the latter two (increasing automation and data availability) are significantly more
important to MRC members (62%).

Figure 21
Top Improvement Areas Over The Next 12 Months (2025-2026, Fraud Professionals)
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With most merchants projecting flat or decreased Figure 22
spending on fraud management staff and talent in Trends In Time Spent Working On Fraud Management (2026, Fraud Professionals)
the near future (see Figure 19), fraud professionals
will no doubt need to use their time more efficiently
and effectively in order to “do more with less,”
moving forward.
B Increase (>5%)
This helps explain why a clear majority (62%) say
the ability to reduce or minimize time spent on fraud B About the same (+/- 5%)
management will be an important factor in their
investment decisions over the next 1-2 years (see Decrease (>5%)
Figure 23). And even among those who do not view
time savings as a major driver of future investments,

there are very few (7%) who say it will have no

impact at all on their future investments in this area.
Not shown. 1-2% selecting Don'’t

Know / Prefer Not To Say

13% 16%

In the past year Over the next year

Overall, this year’s survey shows increasing pressure for merchants in the area of fraud management due to mounting financial pressures, data and technology challenges,
and increasing demands for time and labor.

Figure 23

Importance Of Time Savings In Fraud Management Investments Over Next 2 Years (2026, Fraud Professionals)
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This section drills down beyond the high-level strategies and challenges impacting merchant fraud professionals, providing quantitative benchmarks for key fraud management
metrics, shedding light on the tactics merchants are using to identify and prevent fraud, and gauging merchant use of advanced anti-fraud tools.

Incidence Rates Of Fraud Decline For a Second Consecutive Year, Including Significant Declines For Some Attacks
Fraud remains a universal challenge for merchants, with 98% reporting at least one form of fraud attack over the past 12 months (a figure that has stayed consistent over several

years of this research). But for the second consecutive year, our data show across-the-board declines in the share of merchants experiencing the 14 specific types of fraud covered
in the survey (see Figure 24). The average number of different attacks experienced by merchants in this year’s survey declined significantly, falling from 4.2 last year to 3.8 this year.

Figure 24
Types of Fraud Experienced In Past 12 Months (2024-2026, Fraud Professionals)

Avg. # Of Different Attacks Experienced
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Still, the top five most common forms of

fraud continue to impact at least one-third

of merchants, globally: refund / policy abuse,
real-time payment fraud, phishing / pharming
/ whaling, first-party misuse, and card testing.
Merchants may be making progress in tamping
down RTP fraud, as this is one of three fraud
attacks showing a significant decrease in
reported incidence, versus last year (from 45%
to 38%). The other two are coupon / discount
abuse, which decreased from 32% to 25%, and
re-shipping, which dropped from 22% to 15%.

Figure 25 displays the top fraud attacks for
merchants in each geographic region and size
tier. Those in North America over-index on
reported incidence of RTP fraud, first-party
misuse, and identity theft, while those in Europe
report significantly lower rates of refund / policy
abuse and card testing attacks, compared to

the global average. Enterprise merchants are
more likely than others to experience phishing /
pharming / whaling fraud. Mid-market merchants
report significantly lower incidence of refund

/ policy abuse, as well as significantly fewer
different fraud attacks, on average, compared to
the global average.

MRC

2025

Figure 25

Top Five Fraud Attacks Experienced In Past 12 Months - By Region & Size Segment (2026, Fraud Professionals)

Top 5 Fraud Attacks By Region
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As in previous years, MRC members report experiencing a greater variety and volume of fraud attacks, compared to non-MRC enterprises (see Figure 26). MRC merchants
experienced 5.2 attacks in the past year, on average, compared to 3.8 for non-MRC enterprises. When it comes to specific types of fraud, MRC members are significantly

more likely to report first-party misuse, card testing, refund / policy abuse, account takeover, and triangulation scheme attacks.

Figure 26
Fraud Attacks Experienced In Past 12 Months - By MRC Membership (2026, Fraud Professionals)

Avg. # Of Different Attacks Experienced
B MRC Member Sample =63 B Non-MRC Enterprises (n=246) MRC Members =|5.2
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It is important to point out that these differences in fraud incidence between MRC members and non-MRC enterprises are due to a combination of factors: First, MRC
members likely do face a wider variety and higher volume of fraud attacks than non-member enterprises each year and second, MRC members are also more likely than
non-members to be monitoring for fraud, especially at the point of purchase and payment / checkout (see Figure 30). Therefore, MRC members may be reporting higher
incidence for certain forms of fraud because they are better able to detect and register such attempts, in the first place.

MRC
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Other Fraud-Related Metrics Generally Stay Consistent, Compared To Last Year

While the continued declines in fraud incidence rates are encouraging, other fraud-related metrics changed little, with most showing minor directional shifts up or down, compared
to last year. These metrics are summarized in Figure 27, both at the overall level and by region, size, and MRC membership. Average fraud rate by order is the one metric that
did show a significant change at the overall level, increasing from 3.0% in 2025 to 3.5% this year.
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Fraud-Related Metrics (2025-2026, Fraud Professionals)
Fraud-Related Metrics By Region By Size MRC Members
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There are significant differences in these indicators for merchants in different regions and size tiers. Those in North America claim a significantly higher chargeback / dispute win
rate, as well as a significantly lower order rejection rate, versus those in other regions (see Figure 27). Latin American merchants claim a significantly lower chargeback / dispute
win rate than others. Mid-market merchants report higher fraud rates by revenue, as well as higher order rejection rates, versus SMBs and enterprises.
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And consistent with a long-running trend in our research,
the fraud-related metrics reported by MRC members
are significantly better than those claimed by non-MRC
enterprises. Average fraud rate by revenue, fraud rate by
order, and order rejection rate are all significantly lower
for MRC merchants, while their estimated win rate for
chargebacks and disputes is two times higher than the
win rate reported by non-MRC enterprises (see Figure
27). While MRC members may face more fraud each
year, these figures continue to show they have far greater
success than non-member enterprises when it comes
to preventing fraud and mitigating its harmful impacts
on their organizations and customers.

In addition to the impacts quantified by the metrics

in Figure 27, eCommerce fraud also takes a toll on
merchants’ relationships with both individual customers
and payment partners. One indicator of this is the number
of “customer insults,” or false positives, that merchants
experience when they dispute legitimate orders they
believe to be fraudulent. Figure 28 shows that roughly
two-thirds of merchants (65%) currently estimate their
rate of false positives on eCommerce orders somewhere
between 2% and 10%, with the majority of this group
giving estimates on the lower end of this range.

This year’s survey shows a significantly larger share of
merchants citing estimates between 2% and 5%, along
with a significantly lower share citing estimates at 2%
or below. Overall, this may indicate rising numbers

of customer insults occurring in the marketplace -
something merchants should keep a close eye onin
the coming year to avoid doing undue damage to their
relationships with customers and payment partners.

MRC

Figure 28

2026 Global eCommerce Payments & Fraud Report ——

Rate Of False Positives Or “Customer Insults” (2026, Fraud Professionals)
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Also depicted in Figure 28 are two bar charts showing how false positive rates
vary by size and MRC membership. At a high level, the average rate of false
positives tends to increase along with merchant size, although there is a bit of
nuance to this, as enterprises are not only more likely to report rates exceeding
10% but also more likely to report rates below 2%, compared to smaller
merchants. MRC members outperform non-MRC enterprises by a considerable
margin in this area, as well. Over 4 in 10 MRC merchants (41%) report false
positive rates below 2%, while over 4 in 10 non-MRC enterprises (44%) report
rates above 5%.

Figure 29

Fraud Monitoring Throughout The Customer Journey
(2025-2026, Fraud Professionals)

% Monitoring For Fraud At Each Stage Of Customer Journey —e— 2026 (n=634) —e— 2025 (n=576)

59%
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Usage Rates Decline Slightly For Many Advanced Fraud Prevention
Tactics & Tools

Turning from the metrics that merchants use to assess fraud rates and impacts to
the specific means by which they combat fraud, this year’s survey generally shows
decreases in the shares of merchants using many of the advanced fraud prevention
tactics and tools available in the market. For instance, the shares of merchants
claiming they monitor for fraud at each stage of the consumer journey are all down,
year-over-year, as depicted by the chart in Figure 29.

63%

57%

24%
Researching Evaluating and Making a purchase Making a payment Delivery of goods Requesting a refund /
brands selecting brands / checking out (upon delivery or receipt disputing a payment
or products or products / pickup of goods)

These declines are statistically significant for fraud monitoring at key stages of the journey: the point of purchase (or checkout), the point of payment, and post-purchase, when

customers request a refund or initiate a dispute.

MRC

[ = sig. Higher vs. 2025 []=sig. Lower vs. 2025




2026 Global eCommerce Payments & Fraud Report

Here again, MRC members take a different tack Figure 30

than non-MRC enterprises, as illustrated by the Fraud Monitoring Throughout The Customer Journey - By MRC Membership (2026, Fraud Professionals)
chart in Figure 30. The latter are significantly
more likely to report fraud monitoring at all the % Monitoring For Fraud At Each Stage Of Customer Journey
pre-purchase and post-purchase stages shown —e— MRC Member Sample —e— Non-MRC Enterprises
in the survey, while the former are significantly
more likely to monitor for fraud at the point of 71%
purchase, or checkout, and also directionally

more likely to do so at the point of payment.

While there may be some pullback among
merchants in the use of fraud screening tools
throughout the customer journey, survey data
show they are continuing to shift away from
manual screening of eCommerce orders and
sotveie clisfial serselng, slowly BUl sLiely. Researching Evaluating and Making a purchase Making a payment Delivery of goods Requesting
In 2024, the share of merchants screening orders brands selecting brands / checking out (upon delivery or a refund /

or products or products receipt / pickup disputing

o .
manually was 25%, globally. That figure has of goods) a payment

declined slowly but significantly over the past
years, now sitting at 21% (see Figure 31). The [ = sig. Higher vs. Other Segments [1 = sig. Lower vs. Other Segments
average percentage of manually screened orders

that are subsequently declined remains consistent

with past years, now sitting at 18%. Over the same o “*uul"

period that the share of orders screened manually u‘gel‘ﬂ!af: ““un”"
< '* .

has significantly decreased, the survey data has PE'S:‘M

captured a similar, steady uptick in the share of
orders screened digitally, from 51% in 2024 to
54% this year.
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It is worth noting that mid-market merchants report screening a significantly smaller share of orders digitally - only 43%, on average, versus the 56% reported by both SMBs and
enterprises. This may help explain their higher fraud rate by revenue and/or the smaller number of different fraud attacks they report experiencing in the past year (see Figure 27
and Figure 25, respectively). By contrast, MRC merchants digitally screen a very high share of eCommerce orders - 83% on average, compared to the 52% reported by non-MRC
enterprises. Of course, this also leads MRC members to screen significantly fewer orders manually, as well.

Figure 37

By Region By Size MRC Members

North E Asia-Pacifi Latin Ameri Mid-Market Enterpri MRC Sampl Non-MRC
America urope Sla-Pacirtic atin merica 1a-Marke nterprise ample Enterprises

Avg. % Of Orders Screened Digitally
(via software or other technologies)

Avg. % Of Orders Screened Manually 21% 20%
(via human analysis or judgment) (27%) (22%)

Avg. % Of Manually Screened Orders 18% 14% 18%
That Are Subsequently Declined (16%) (19%) (20%)

- = Sig. Higher vs. Other Segments - = Sig. Lower vs. Other Segments

*Not Shown: 5% selecting “Do Not Know / Prefer Not To Say”
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The final set of insights in this section focuses on merchants’ use of Al- and ML-powered fraud management tools.
Here, the survey data again depict merchants pulling back a bit, in terms of how many are using each of the tools
displayed in Figure 32. While the changes have been directional in most cases, the data do show significant declines
in the share of merchants currently using or planning to use positive behavior models and in-house negative behavior
scores, as well as the share currently using multiple-vendor negative behavior scores.

But despite these declines, these types of advanced fraud management tools are still used by sizable shares of
merchants, globally with reported usage rates ranging between 26% (for single-vendor negative behavior scores)
and 53% (for generative Al). And usage is likely to continue ticking upward over time, despite any short-term
pullbacks, given that between 20% and 30% of those not using each tool say they are likely to add it in the next 12

months (see Figure 32).

Figure 32
Current & Planned Use Of Al / ML Fraud Management Tools (2026, Fraud Professionals)

B Currently Using B Likely To Add In Next 12 Months Current + Planned Use +/- % YoY change

Pre-authorization fraud detection solutions *Added 2026
P
Positive behavior model -5%
Multiple vendor negative behavior scores -3%
In-house negative behavior score -10%
Only one vendor negative behavior score -1%

*Not Shown. 3% selecting “None Of The Above” and 4% selecting “Don’t Know / Prefer Not To Say”

M R‘ [ =sig. Higher vs. 2025 [ _| = Sig. Lower vs. 2025
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MRC members differ significantly in their application

of Al / ML tools for fraud management, compared to
non-MRC enterprises. In general, MRC members are far
less likely to report current or planned use of nearly
every one of the seven tools tested in the survey (see
Figure 33). For instance, only 32% report usage of
generative Al for these purposes, in contrast to 82%
of non-member enterprises. The only exception to
this pattern appears to be pre-authorization fraud
detection solutions, which currently used or likely to
be added by 67% of MRC members and 74% of non-
MRC enterprises.
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Overall, the data and trends examined in this section suggest merchants are experiencing lower rates of fraud than in previous years while also pulling back on their collective
use of various tools and tactics for preventing and managing fraud. It is difficult to confirm what the exact relationship is between these trends - i.e.,, whether lower fraud rates
have led merchants to decrease their use of tactics and tools or whether decreases in the use of tactics and tools has led merchants to let more fraud attempts “fly under the

radar,” so to speak, in terms of their ability to detect and combat them.

Figure 33
Current + Planned Use of Al / ML Fraud Management Tools - By MRC Membership (2026, Fraud Professionals)

Il MRC Member Sample B Non-MRC Enterprises
(n=63 (n=246)

[, G 7%
T 4%

Pre-authorization fraud detection solutions

Vendor-provided solution (closed box, score not visible) —
e (67%)
Multiple vendor negative behavior scores
I
Positive behavior model
|
- I, (320
Generative Al
82%
i i |
In-house negative behavior score
|
I

Only one vendor negative score

— [ 48%|

It is also possible that both trends are taking place somewhat independently and not having much impact on each other at alll Regardless of the relationship between

those trends, it seems clear that decreases in the incidence rates of fraud have not yet translated into significant improvements in most fraud-related metrics - in fact, a few
indicators, including fraud rate by order and average rate of false positives, seem to be trending in the wrong direction. Merchants must remain vigilant in their approaches to
screening for fraud and applying advanced tools and tactics to effectively counter this ongoing and constantly evolving threat.
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In this section, the focus is on two specific types of post-purchase fraud: (1) first-party misuse, which we define as fraudulent or abusive behavior committed by a customer,

after they receive a purchased product or service, and (2) refund / policy abuse, which we define as instances when a customer makes a transaction with a debit, credit, or

prepaid card and uses cardholder dispute protections to receive an illegitimate refund. Both types of fraud have ranked among the top five most widespread, in terms of the

shares of merchants experiencing them in recent years of our survey, and their continued prevalence, along with the significant costs and harms they incur, merit focused

attention and investment from merchants.

Most Merchants Report A Rise In First-Party Misuse And The Costs Required To Manage It

When we ask all survey respondents (both fraud and payment professionals) about the trend in first-party misuse (FPM) over the past year, most (64%) report a meaningful
increase, as evidenced by the graph on the right in Figure 34. MRC members, however, are significantly less likely to report a rise in FPM, with only 38% citing any increase,

in contrast to 70% of non-MRC enterprises.

Figure 34

FPM-Related Metrics (2024-2026, Fraud and Payment Professionals)

% Of All Fraudulent Disputes Attributed To FPM
(asked to fraud professionals only)

20% 20% 4 N.America (21%)

17%
2024 2025 2026
(n=374) (n=446) (n=475)

Average* Cost To Resolve A Single First-Party Misuse Dispute
(including all related costs. i.e., operational costs, software, fees)

574 $78 $82

$

2024 2025 2026
(n=422) (n=460) (n=693)

MR

Change In First-Party Misuse Over The Past Year (2026)
(n=1,278)

Also shown in Figure 34 are two additional bar
charts: One shows the share of all fraudulent disputes

W Increased by 25% . L
4 Non-MRC Ent. (70%) that merchants attribute to FPM. Overall, this figure

or more

64% declined significantly from 20% to 17% in this year’s
report a survey, although merchants in North America
H Increased ignificant ) )
by 5-25% L stgnifican continue to report a higher level of FPM (21%), more
InCcrease

on par with prior-year estimates.

¥ MRC Sample (38%)
Stayed about the . .
same (+/- 5%) The other chart depicts merchant estimates of the

average cost to resolve each FPM dispute, which has

risen steadily for two years, now. It currently sits at

Decreased by >5%
@ v $82, exceeding the $80 mark for the first time ever in

23%
our research.
10%
*Not Shown: 4% selecting “Don’t Know / Prefer Not To Say”
= Sig. Lower vs. 2025 I:] = Sig. Higher vs. 2025 f = Sig. Higher vs. Other Merchants ' = Sig. Lower vs. Other Merchants




Those claiming an increase in FPM this year continue
to point the finger primarily at consumers learning
how to “game the system.” Around 4 in 10 (39%)
cite this as a primary reason overall, but this figure
rises to nearly 8 in 10 (77%) among MRC merchants
(see Figure 35). Increasing eCommerce sales /
order is also a common reason, with 35% citing this
as a driving factor in rising FPM rates, this year.

A sizable share (30%) of merchants also blame
newer, more advanced fraud tools and tactics for
rising FPM, as well, including the emergence of
“fraud-as-a-service” and consumers using Al to
misrepresent delivered items.

But consumers and fraudsters aren’t the only ones
responsible for rising FPM, according to merchant
fraud and payment professionals: Nearly 3 in 10
(29%) also point to issuing banks making it fast

and easy to submit disputes as a key factor. MRC
members are significantly more likely to cite this
factor, with 81% saying it is driving the FPM increase.
Conversely, merchants in Europe are significantly less
likely to cite it.

Other drivers of increasing FPM include higher prices
/ inflation and changes in cardholder protection, both
of which are significantly more salient for merchants
in North America, versus those in Europe and
elsewhere. And merchants themselves take some of
the blame, as well, with 25% claiming that adding and
changing payment partners has elevated their FPM
rates. This plays a significantly greater role (33%) for
merchants in APAC, and a significantly smaller one
(8%) for MRC members.

MRC

Figure 35
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Reasons Why FPM Is Increasing (2026, Fraud & Payment Professionals)

Consumers learning how to “game the system” _ 39% f MRC (77%)
Increase in our eCommerce sales / orders [ NENREGEGEGENEEEE 5%
Due to emergence of “fraud-as-a-service” || NG 30%
Consumers using Al to misrepresent delivered items _ 30%
Issuing banks make it fast & easy to submit disputes [ NNNNGINGNGEGEEEE 2°% 4 MRC (81%) ¥ Europe (23%)
Due to higher prices / inflation [N 27% 4 N. America (33%)
Due to changes in cardholder protections _ 25% f N. America (31%) ' Europe (18%)
We changed or added new payment solution providers _ 25% f APAC (33%) ' MRC (8%)
Due to emergence of agentic commerce |G 23%
We changed or added new sales channels _ 22%

We changed or added new customer bases || NG 17%

f = Sig. Higher vs. Other Merchants

' = Sig. Lower vs. Other Merchants
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Given the reported increase in FPM and the many factors merchants say are contributing to this pervasive form of fraud, what methods are they using to combat it? The data in
Figure 36 sheds light on the wide range of tools, tactics, and strategies merchants currently use to combat FPM, as well as their relative effectiveness.

Overall, these data indicate merchants are pulling all the levers they can to counter this type of fraud, and most are finding these tools and tactics quite effective in achieving that
goal. The top five most effective methods this year are monitoring and analyzing transaction data, analyzing non-fraud chargebacks and declines, requiring CVV codes for card
payments, checking customer order histories, and working with providers to prevent and identify fraudulent transactions. All of these methods are rated very or extremely effective
by over 60% of merchants using them. Also, basic tactics like notifying customers when orders are processed and delivered and making merchant cancellation and return policies
clear and easy to find for consumers are considered quite useful in this regard, as well.

Figure 36

Effectiveness Of Strategies And Tactics To Combat First-Party Misuse
Effectiveness Of Anti-FPM Tools & Tactics (% users rating each very or extremely effective)

Monitoring & analyzing transaction data for unusual activity or anomalies [IIIININEGGEGEGENEEEEEEEEEEE 63% 7 T TTTTTTTTTTTTTTTTTTmommmmmmmmmsmmsmmomssmsommommoomommommoeeoeey

Reviewing & analyzing non-fraud chargebacks and declines Effectiveness Of Anti-FPM Strategies

(NET % rating each very or extremely effective)
Requiring Card Verification Values (CVV) codes to process card payments [N 62%
Checking customer purchase and order histories 62%

Flagging & Checking 88%

Working with providers to prevent or identify fraudulent transactions [N 62 % E S — :
! Notifications & Visibility !

Notifying customers when orders are processed / delivered | -1
Verification & Identification

Making cancellation and return policies clear and easy to find on website | IGO0
Filing & Fighting

Verifying billing addresses entered match billing addresses for cards used [INNENEGEGEGEGEGEEEEEE 59%

Revoking access to services / purchases for customers who file chargebacks 59%

Enhanced Requirements

Blocklisting customers who file chargebacks 57%

Filing formal disputes on fraudulent chargebacks with financial partners [ -7
Making use of card network programs designed to address FPM | -G/
Notifying customers after processing their payment || -5/
Notifying customers before processing their payment | 56 +
Requiring signature on delivery [N 56%
Prioritizing certain types or categories of chargebacks to fight | NGcINGNGEGEGEGGGEGE S22
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Effectiveness of all anti-FPM methods has generally
stayed consistent with prior years. The sole
exception is reviewing and analyzing non-fraud
chargebacks and declines, which significantly

more merchants rate as highly effective this year,

3

compared to last. At a high level, merchants’ “all

of the above” strategy for combating FPM seems

to be working well, with the vast majority (76% to
88%) that use each different type of tool and tactic
shown in the table in Figure 36 rating that approach

as highly effective.

To aid merchants in combating FPM, card brands
have implemented and regularly updated their rules
for submitting compelling evidence, which can

help merchants tip fraudulent FPM disputes in their

favor. Last year, our survey showed an uptick in the

use of compelling evidence, with 87% of merchants
saying they leveraged this method in FPM disputes.
This year, that number ticked back downward,
putting usage rates back on par with where they
were in 2024, at 83%, globally (see Figure 37).

Figure 37
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Use Of Compelling Evidence To Fight First-Party Misuse (2025-2026, Fraud Professionals)

% Submitting Compelling
Evidence In FPM Disputes

(n=634)

M Yes H No M Don’t Know

83%

(-4% YoY)

¥ Europe (78%)

:] = Sig. Higher vs. 2025 :] = Sig. Lower vs. 2025

% Aware Of Recent Updates
To Compelling Evidence Rules

% Using Updated Rules To
Block Or Reverse FPM Disputes
(n=634) (n=530 aware of rules updates)

B Yes, we’re aware of the updates B Yes B No M Don’t Know

B No, we’re not aware

16%

84

80%

(-1% YoY)

(-1% YoY)

¥ Europe (73%)

f = Sig. Higher vs. Other Merchants . = Sig. Lower vs. Other Merchants

There is one major caveat here, which is that the decline in use of compelling evidence is likely driven by our shift in this year’s sample distribution to include more merchants

in Europe.

Our data consistently show merchants in this region are less likely to make use of compelling evidence, including use of the updated rules instituted by card brands, so including

more European merchants in this year’s survey certainly contributed to decrease shown in this year’s results at the global level.

In any case, while the decline from 87% to 83% of merchants using compelling evidence is statistically significant, it is not really meaningful from a big-picture perspective,

as well over 8 in 10 are still using this method to counter this particularly widespread and challenging form of fraud.

MRC
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The final question fraud professionals are asked on this topic is what types of eCommerce transaction and customer data they currently collect and use as compelling evidence
in FPM disputes. There are several notable shifts and skews in this year’s data, when it comes to this question. Compared to last year, fewer merchants cited IP addresses, user
account / login IDs, and device IDs as data points they use for compelling evidence (see Figure 38). In contrast, significantly more are using item and product information as
compelling evidence, as the data show nearly a 10% increase (from 56% to 64%), year-on-year.

Figure 38
Data Points Used As Compelling Evidence (2025-2026, Fraud Professionals)

MW 2026 (=525) W 2025 (=491
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The significant skews on this question among merchants in different regions and size tiers indicate that merchants are deploying a variety of different approaches to collecting and
using compelling evidence data. For instance, North American merchants are more likely than others to use item and product information, while those in Europe are less likely.

On the other hand, North American merchants under-index on the use of user account or login ID information, while those in APAC are significantly more likely to collect and
submit this as compelling evidence.

In terms of merchant sizes, enterprises are more likely to use IP addresses while mid-market merchants are significantly less likely. And as with many other topics in this report,
MRC merchants show a couple of major differences of their own in this area, as they over-index significantly on the use of item / product information and IP addresses. While the
data is a bit “noisier” than usual on this subject due to the shift in sample distribution across regions, it generally indicates that compelling evidence continues to be a major tool
in merchants’ anti-FPM arsenals, and one that merchants in different segments and regions seem to be employing in a variety of different ways.

v Rc [ = sig. Higher vs. 2025 [ ] = sig. Lower vs. 2025 4 = sig. Higher vs. Other Merchants & = Sig. Lower vs. Other Merchants
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The final set of fraud-related insights in this report zooms in on the specific type of fraud that has the highest overall incidence, claimed by 41% of merchants this year: refund /
policy abuse (see Figure 24). Over 6 in 10 (61%) of merchants cite an increase in refund / policy abuse over the past year, with 20% citing spikes of 25% or more (see Figure 39).
In contrast, only 10% cite a decrease and 26% say the rate of this type of fraud has remained fairly consistent, year to year.

When asked what kinds of refund / policy abuse they are experiencing, most (52%) call out false claims that goods were not received. Over one-third also cite returns of used,
damaged or incorrect items, late returns outside of the policy timeframe, and manipulation of shipping / delivery tracking information (see Figure 39).

Figure 39
Trends In Refund / Policy Abuse (2025-2026, Fraud Professionals)

Change In Refund / Policy Abuse Over The Past Year Types Of Refund / Policy Abuse Impacting Merchants

Bl 2026 (=634 Bl 2025 (=526)
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*Not shown: 4% selecting 10% -3<y )
Don’t Know or Prefer Not To Say Have not suffered any refund / policy abuse .- °7<y “Not shown: 4% selecting
(] Don’t Know or Prefer Not To Say

Notably, MRC merchants seem to be struggling far less with refund / policy abuse. They are less likely to report any increase in this type of fraud (only 27% say this), and more
likely to say their rates of refund / policy abuse are staying flat. Also, MRC merchants are less likely to report experiencing this kind of fraud via illegitimate returns - i.e., returns
of used, damaged, incorrect, or counterfeit items, and late returns. These data points indicate MRC merchants may be better able to counter refund / policy abuse, at least
when it comes to return-based attempts at this kind of fraud.

v Rc :] = Sig. Higher vs. 2025 :] = Sig. Lower vs. 2025 f = Sig. Higher vs. Other Spending Merchants . = Sig. Lower vs. Other Spending Merchants
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Conclusion
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Conclusion

Overall, this year’s survey of payment and fraud professionals offers a wealth of fresh
data, insights, and findings that collectively convey how complex and challenging it is
for merchants to effectively manage these aspects of the eCommerce business in the
current global marketplace.

Payment acceptance offerings continue to gradually evolve as merchants increasingly
offer customers new, convenient options like real-time payments, and soon, agentic
Al payments. Merchants continue to track a broad range of key payment metrics and
utilize a wide array of tools, techniques and tactics to optimize payment efficiency,
security, and experiences for customers. These include encouraging customers to

pay with preferred methods, employing various tools and techniques to increase
authorization rates, and leveraging tokenization to protect and delight customers.

I ‘Rc Where Payments and Fraud Experts Meet
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As merchants work to optimize payment acceptance, they must also remain tireless

and vigilant in their efforts to combat fraud. While this year’s survey again shows
encouraging signs that payment fraud may be on the decline, merchants are also
facing new challenges, including growing financial pressures, complicated data
and technology difficulties, and increasingly strained internal resources. Gaining
cost and time efficiencies, working out kinks in the fraud management tech stack,
orchestrating and optimizing fraud platforms and solutions, and generally staying
alert and up-to-date on the fast-evolving matrix of fraud threats are all major
imperatives for merchant fraud professionals, moving forward.
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To aid merchants and payment partners with useful quantitative benchmarks on specific payment methods, two tables are shown below that show average conversion and
acceptance rates by method (estimated by payment professionals in this year’s survey):

Figure 40

Average Conversion Rate* Overall i Merchant Size Membership
By Payment Method

(mean®* / median) North E Asia-Pacific | Latin Ameri Mid-Market Enterpri MRC Sampl Non-MRC
America urope Sla-Paciric atin merica 1 arke nterprise ample Enterprises

ESESE B 7

-

e NI EEE o s o [ [
SEEBEEE

EE N EYEN N ETE -

Gift cards / vouchers

Other IocaI payment methods

Cryptocurrency / Stablecoins

*Conversion rate defined as “percentage of visits from the checkout page that result in a completed checkout.”
**Trimmed averages shown for means.
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Figure 41

Average Acceptance Rate* Overall Region

By Payment Method
(mean** / median) North
America

e [sor

Bank Transfers / Direct Debit 54% 50% 55% | 50%

-

Other local payment methods
(Boleto, Neosurf, Pix, POLIJ, etc.)

*Acceptance rate defined as “percentage of initiated payments accepted by the payment provider.”
**Trimmed averages shown for means.
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Asia-Pacific

43% | 25%
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Merchant Size

Latin America Mid-Market

56%

- = Sig. Higher vs. Other Segments

Membership

Non-MRC

Enterprise MRC Sample Enterprises

- = Sig. Lower vs. Other Segments

54
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Appendix 2 - Survey Questions Used In Report Figures

This appendix shows all survey questions used to gather the data shown in each numbered figure throughout this report.

Figure 1
In which country are you located?

Figure 2
Please estimate your organization’s annual eCommerce revenue.

Figure 3
Which ONE of the following describes your organization’s primary source of
eCommerce revenue?

Figure 4

In which country are you located?

Which ONE of the following describes your organization’s primary source of
eCommerce revenue?

Which of the following best describes your current level or title in your organization?
Which of the following best describes your current function or department

in your organization?

Figure 5

Which of the following types of payment methods does your organization
currently accept?

And which of these payment methods, if any, did your organization add over
the past 12 months?

Figure 6
Which of the following types of payment methods does your organization
currently accept?

Figure 7
Which of the following types of payment methods does your organization
currently accept?

Figure 8

Please indicate how much you disagree or agree with each statement below about
the usage of real-time payments among your organization’s eCommerce customers.

MRC

Figure 9

Earlier, you indicated that your organization does not currently offer real-time payments
as a payment method for your eCommerce customers. How likely is your organization to
add real-time payments as an acceptance method in the next 12 months?

Figure 10

Which response best describes your organization’s current readiness to accept
agentic Al payments (eCommerce payments initiated by Al assistants or applications
on behalf of human consumers)?

Figure 11
How important are each of the following payments management key performance
indicators (KPIs) to your organization?

Figure 12
Which of the following payments management key performance indicators (KPIs) are
extremely important to your organization?

Figure 13
Which types of payment tokenization, if any, does your organization currently use?

Figure 14
For which of the following reasons does your organization use payment tokenization?

Figure 15
For which of the following reasons does your organization use payment tokenization?

Figure 16

Which of the following authorization-related approaches and techniques does your
organization currently use?

Does your organization use any third-party data in association with any of these?

Figure 17
How important are each of the following priorities in guiding your organization’s
approach to fraud management?




Figure 18
How important are each of the following priorities in guiding your organization’s
approach to fraud management?

Figure 19
How do you expect your organization’s spending to change over the next two years,
when it comes to each of the following areas of investment?

Figure 20
Over the past 12 months, which of these challenges has negatively impacted your
organization’s ability to manage fraud?

Figure 21
Thinking ahead to the next 12 months, which of the following are areas of
improvement for your organization, when it comes to fraud management?

Figure 22

Please think about how much time each month you typically spend working on
fraud prevention management for your organization. Over the past year, did the
time you spend on fraud prevention... Over the next year, do you expect the time
you spend on fraud prevention to...

Figure 23

How important is reducing or minimizing time spent on fraud prevention
management, when it comes to your organization’s future investments in this area
over the next 2 years?

Figure 24
Which of the following types of fraud has your organization experienced in the past
12 months?

Figure 25
Which of the following types of fraud has your organization experienced in the past
12 months?

Figure 26

Which of the following types of fraud has your organization experienced in the past
12 months?

MRC
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Figure 27
Please indicate the percentage of your annual eCommerce revenue lost due to
payment fraud globally - i.e., fraud rate by revenue.

Please estimate the global percentage of accepted eCommerce orders that turned
out to be fraudulent (i.e., fraud rate by order), over the past 12 months.

Please estimate the share of your organization’s total eCommerce transactions
ultimately rejected due to suspicion of fraud over the past 12 months.

Please estimate the share of fraud-coded chargebacks and disputes your
organization wins. Note: A chargeback is defined as a transaction reversal made by
an issuer when a cardholder claims fraudulent activity.

Figure 28
Please estimate your rate of false positives (also called ‘customer insults’) on
eCommerce orders.

Figure 29
At which of the following stages in the eCommerce customer journey does your
organization use a tool or signal to identify potential fraud?

Figure 30
At which of the following stages in the eCommerce customer journey does your
organization use a tool or signal to identify potential fraud?

Figure 31
Approximately what percentage of your organization’s total eCommerce orders do
you screen for fraud?

And out of all the eCommerce orders your organization screens manually, what
percentage are subsequently declined?

Figure 32
Which of the following types of Al/machine-learning tools and techniques does
your organization currently use in its fraud strategy?

And which of these tools and techniques is your organization likely to consider
adding in the next 12 months?




Figure 33
Which of the following types of Al/machine-learning tools and techniques does
your organization currently use in its fraud strategy?

And which of these tools and techniques is your organization likely to consider
adding in the next 12 months?

Figure 34

Over the past 12 months, has your organization experienced an increase

in first-party misuse?

On average, how much does it cost your organization to resolve a (single)
first-party misuse dispute?

What percentage of all fraudulent disputes do you believe are first-party misuse?

Figure 35

Over the past 12 months, has your organization experienced an increase
in first-party misuse?

For what reasons do you believe your organization has seen an increase
in first-party misuse disputes over the past year?

Figure 36
When thinking about methods of combating first-party misuse, how effective are
each of the following methods (if used by your organization)?

Figure 37
Do you submit compelling evidence to respond to first-party misuse disputes?

Have you heard of major card brands’ updates to compelling evidence rules related

to first-party misuse disputes?

Has your organization used card brands’ updated compelling evidence rules to
block or reverse first-party misuse disputes?

Figure 38

Which of the following data points do you currently collect and use for compelling

evidence related to first-party misuse disputes?

MRC
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Figure 39

Over the past 12 months, has your organization experienced an increase in refund /
policy abuse?

Over the past 12 months, what types of refund / policy abuse have impacted your
organization?

Figure 40
What is your organization’s average conversion rate for each of the following
payment methods that you currently accept?

Figure 41
Please estimate your organization’s acceptance rate for each of the following types
of payment methods.
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